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SECTION A – (10 × 2 = 20 marks)
Answer any TEN questions

1. Write short note on Blum Blum Shub generator approach to generate 
pseudorandom number.
2. What is referred as Monoalphabetic Cipher?
3. Give a brief note on Euclid’s algorithm.
4. State Chinese Remainder Theorem.
5. Categorize and classify the use of public key cryptosystem.
6. Point out the possible attacking approaches to the RSA algorithm.
7. What is Hash function? Give the requirements for a Hash function.
8. Write short note on Message Authentication Code.
9. Write down the concept of One-Way Authentication.
10. What is said to be “suppress-replay attack”?
11. Write short note on Security concepts.
12. List down the technique proposed for the distribution of Public Key.

SECTION B – (5 × 5 = 25 marks)
Answer any FIVE questions

13. Explain the Transposition Cipher technique with an example.
14. Describe the function and calculation of Discrete Logarithm.
15. Explain the distribution of secret keys using public key cryptography.
16. Explain with a neat diagram about the uses of Message Encryption.
17. Give a detailed description on Arbitrated Digital Signature technique. 
18. What is Prime number? Generalize the formula for Prime number.
19. Summarize the Diffie-Hellman key exchange algorithm.

SECTION C – (3 × 10 = 30 marks)
Answer any THREE questions

20. With a neat diagram explain the single round of DES algorithm.
21. Give a brief overview and calculation of Modular Arithmetic.
22. Write the computational aspects of RSA algorithm with example.
23. Discuss in detail about 
(i) Birthday Attack      (ii) Cryptanalysis
24. Elaborate the DSS approach for generating digital signatures used with RSA.
__________
